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The Increasingly Vulnerable Network
What's changed, and what you can do about it




Introduction

Secure and stable networks are essential to
business. But networks have increased in complexity,
not least because of pandemic-hastened digital
transformations which normalised hybrid working.
The latest cybersecurity statistics reveal an increase
in frequency of malicious cyberattacks such as zero-
day exploits and ransomware?.

Secure and stable networks are essential

/tq’ to business.

[I_T\ Network security is vital to protect data in
& transit

Understanding which areas of your
@ network are particularly vulnerable will
enable you to strengthen your network
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Network security is vital to protect data in transit
throughout your network, with authentication to
restrict access to sensitive data, and measures to
minimise risk from threats such as ransomware.

Understanding which areas of your network are
particularly vulnerable will enable you to strengthen
your network security, minimise outages, and protect
your business.

Here, we explain where your business network
could be exposed to security risks. We also outline
some practical steps you can take to address the
vulnerabilities in your technology and minimise the
risk of unwelcome network problems and outages.
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Network security is vital to protect
data in transit throughout your
network
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Cybersecurity is like any other disaster preparation: DD

when pre-emptive measures are effective, the “The biggest cyber risk businesses face is not
majority of people will be completely unaware of the from hackers outside of their company, but from
danger they were facing. complacency within their company.

This unfortunately means that IT security teams who . .

i y i ) Y T John Edwards, UK Information Commissioner
are successful in averting disaster can be victims of
their own success—the catastrophic events did not
materialise, so the scale of the threat to a business

may be underestimated by those not directly

Case study:

involved.

It is unsurprising then that underinvestment in Failure to train staff
cybersecurity can be a costly mistake.

Failure to update

On fining a construction company £4.4 million for
software

failing to keep data secure, the UK Information
Commissioner noted the biggest cyber risk is
complacency, including failure to update software,

Results:

monitor systems adequately, and train staff. That
company's complacency gave hackers access to million fine employee data breach
>100,000 employees' personal data via a phishing

email®.
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The ever-increasing array of IT options 'as a service'
offers businesses a huge amount of flexibility

to customise the way they work, with exciting
opportunities to create competitive advantage,
often via hybrid and multi-cloud solutions. But if
this landscape is not managed properly, end-to-end
monitoring capability is likely to be compromised—
which means unnecessary network vulnerabilities
become almost inevitable.
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Attack surface
vulnerabilities

Historically, simple on-prem technology—and on-
prem employees—meant that the attack surface

for a business was relatively straightforward and
contained. But times change. The attack surface area
has become significantly larger and more complex
for many businesses through two otherwise positive
technological and social developments, cloud
technologies and workplace changes.

The challenge of protecting a company's tech stack
is not helped by the lack of standardisation between
vendors—even the top three cloud infrastructure
service providers (Amazon Web Services, Microsoft
Azure, and Google Cloud), who shared two-thirds

of the worldwide market in Q3 2022°, differ in their
structures and set-up®.

Finding a professional support team with the
knowledge base to secure all possible touchpoints is
vital.

Historically the attack surface for a
business was relatively straightforward and
contained.

1))

James Williamson, Managing Director, BestPath
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Workplace changes

Accelerating rapidly due to the COVID-19 pandemic,
technological solutions have enabled employees and
contractors to work from home (WFH) either fully or
partially, or from decentralised offices, and to use

multiple devices in office and field-based applications.

This naturally increases the attack surface through
the number and variety of access points workers
have to an organisation's infrastructure, increasing
the risk to the network.

i)

If you're not consolidating your access, if you're
not getting visibility into everything it is that
you're doing, how do you secure it? !

James Williamson, Managing Director, BestPath
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Part of the solution is to protect users at the edge -
ensuring seamless connections without impacting
the users productivity. Without this approach,
employees who are unaware of the ways in which an
organsiations network might be compromised, may
ignore protocols and even bypass security measures

that have been put in place.

)

In a year, 58% of businesses delivered
cybersecurity awareness or training sessions to
those not directly involved in cybersecurity’.

UK Government: Cyber security longitudinal
study

In summer 2022, 36% of businesses allowed staff
to access their network or files through their own
personal devices. Of the 72% of businesses with a
VPN, around four-fifths made staff use it to access
their network or files remotely’.

Ensuring all individuals understand their role in
keeping networks secure should help reduce the risk
of network outages.
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@ The risk from suppliers

In a recent UK Government survey, only 42% of very
large businesses and just 25% of medium-sized
businesses had assessed or managed cybersecurity
risks related to their suppliers. Among businesses
certified to ISO 2700, the proportion was higher, but
still only 52%.

Security risks from suppliers include the touchpoints
with your business—some suppliers may have
third-party access to parts of your network and
could introduce cyberthreats from their own
systems. And is your network configured correctly
for third-party access—for example, could your

network configuration for suppliers also facilitate
unauthorised access to, and export of, your
intellectual property or data?

of very large of medium sized of businesses
businesses businesses certified to ISO
27001

NI Infrastructure integration
/1K and configuration

Because systems and applications have evolved so
quickly, many businesses have technology stacks that
are not fully integrated. The resulting lack of real-
time data-driven observability can limit performance
improvements and efficient fault tracking®.

Configuration issues are also a major challenge.
According to Microsoft, 80% of ransomware
attacks can be traced to common configuration
errors in software and devices." ° Through 2023,
99% of firewall breaches will be caused by firewall
misconfigurations, not firewall flaws."°

fj Technology stacks that are not fully
integrated

I j 80% of ransomware attacks traced to
— configuration errors

E 99% of firewall breaches caused by firewall
@ misconfigurations
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3 ways to reduce your network vulnerabilities:

. Review and minimise your
attack surface

Pay particular attention to recent
configuration changes to ensure
you are conformant with your
configurations, software and
hardware strategies.

2. Consolidate access points with
a secure single sign-on

Make sure unauthorised access is
prohibited, and that you get the
relevant insights and logs when those
who shouldn't attempt to gain access.
Using a centralised identity provider
helps reduce the number of different
accounts used.

N

3. Check that all tech is
configured correctly for maximum
security of your valuable data and
assets

Where different platforms and
technologies are used to host
different applications, check the
correct security procedures are
followed to limit exposure.

To learn how BestPath can help you
tackle your network vulnerabilities and
improve your network security, contact
us today.

ﬂ linkedin.com/company/bestpath/

8 info@bestpath.io

+44 (0203 879 4826

We're BestPath. The unsung heroes, working quietly and competently behind the scenes to inspire and empower our clients. Combining curiosity with innovation we deliver agile,

secure and trusted network infrastructures that enable organisations to deliver exceptional services and outstanding customer experiences.

Let’s chat about how we can do just that, for you. info@bestpath.io
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